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The Transport Layer Security (TLS) Protocol Version 1.3
Abstract

This document specifies version 1.3 of the Transport Layer Security (TLS)
protocol. TLS allows client/server applications to communicate over the Internet
icn a way that is designed to prevent eavesdropping, tampering, and message
orgery.
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TLS1.3: Important Features

= More of the handshake encrypted
= Improved performance
= Number of deprecations

= Future changes will be made to TLS1.3 only
(most likely)

https://www.iiesoc.in/ https://industrynetcouncil.org/
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SSLKEYLOGFILE

) CAnaliniprograms\ssikeylog.txt - tditPlus —

File Edit View Search Document Project Tools Browser ZC Window Help -|®in
UG dQle®mT 04 oUX2C0CIPFEAdmwaEailY D@EAF R
Yl IS I—--t----l----6----2----0----3----0----4----0----5----b----6----t----7----0----8----b----9----6----0—--4----1----0----2----t----s----6----4---4----5----o----tj
2 » KLIENT_HANDSHAKE_TRAFFIC_SECRET €52547119852337¢5353b7880980d3f98604504bd964b838d952feedc3c88262 1fFF8127973495¢ae98fdc4badd9aa21f162fbeaa70d0ce51108¢16a5ebfo5,
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SERVER_TRAFFIC_SECRET_O €52547119852337e5353b7880980d3f98604504bd964b838d952feedc3¢88262 8433alebfd17faa764c0152489d178Fa35e4359a8ab2e572641b985ee876cd4c
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L SERVER_HANDSHAKE TRAFFIC_SECRET eedeac74499228378a8cacfObbc907f1fb682e6687efb2ccbc218edd8846966F S8e0@eddd4316¢5117¢414838ac10d434b552415479d838419e52293724596.
— 10 CLIENT_HANDSHAKE TRAFFIC_SECRET b6b77a2e058719f331f3979800fbcef32ed6311bf18d65e3a99a051beel@df1f9 34e72a1afab6789da070328¢18b6cad8513¢479¢352F7333545bFd9731a6¢2b:
4 SERVER_HANDSHAKE TRAFFIC_SECRET b6b77ae058719f331f3979800fbcef32ed6311bf18d65e3a99a051beel@df1f9 a2250efcdea29bf4962¢59368bec1d1e935dec5d1e3d9789b564a2dd84c 69
/ CLIENT_TRAFFIC_SECRET_© 2f88d1bd3cba222291637¢becedf035db5f6364c7671ce7eaac98bc9¢514a969 0f3a81d356ab65870f9ba562d32762010fc60d299d994af5e57523ac7c2b54d5
SERVER_TRAFFIC_SECRET_© 2f88d1bd3¢ba222291637cbecedf035db5f6364c7671ceTeaac9Bbc9c514a969 4516e284b6b971674c445fab68a8e73d41becbabbe6did9¢1d0e810e568a41b753

2 ) 14 EXPORTER_SECRET 2f88d1bd3cba222291637¢cbecedfd35db5f6364c7671ce7eaac9I8bc9c514a969 ec78¢cb333¢6b177d5584a667d8F3¢c42a7941667eacb8c010fa7845e9e15753f8

PClient. 15 CLIENT_TRAFFIC_SECRET_O eedeac74499a28378a8¢cacfObbc907f1fb682e6687efb2ccbc218edd8846966F 91929561F26849236e57b6¢c978eb350a75¢FI0bA5d70a62322932ad7557986¢
sers 15 SERVER_TRAFFIC_SECRET_O eedeac74499228378a8cacfOboc907f1fb682e6687efb2ccbc218edd8846966F c87e77fa0f9258d18a04961dd944b4a981d0ff3e2d10e411296ecf8facd5F1c?
tore, EXPORTER_SECRET eedeac74499a28378a8cacfObbc907f1fb682e6687efb2ccbc218edd8846966f 9babf5f81956ee987fc658032d7f11ad2d4311eafcaBff874631371a36c4e8df

oxyjetty 15 CLIENT_TRAFFIC_SECRET_O b6b77a2e058719f331f3979800fbcef3aed6311bf18d65e3a99a051bee10df1f9 bedbed182be@4b63dac17§50501bd78b28feeald5f1dd77962¢b3703d9a5¢ 597
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/0 EXPORTER SECRET b6b772e058719f331f3979800fbcef3aed6311bf18d65e3a09a051beel0df1f0 a3301b7d05bc24e9a66a7153bab7ddfa6832ba7d0863183832ab3343ad4fclfcl

= Has the secrets for TLS1.x (1.0-1.3)
= File can get big!
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M Wireshark - Preferences «

1
|

Transport Layer Security
RSA keys hst Edit....
TLS debug file

' 3 Browse...

[] Reassemble TLS records spanning multiple TCP segments
[] Reassemble TLS Application Data spanning multiple TLS records
[7] Message Authentication Code (MAC), ignore "mac falled”

Pre-Shared Key |

(Pre)-Master-Secret log filename

Then, in Wireshark, use the Edit /

Preferences selection panel to point to the
SSLKEYLOGFILE in the environment variables.
This will allow you to see the full handshake
and to decrypt the packets.




Let’s do some traces!

o wi-Fi =
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

B0  ERT QenEfs_ES aqal

| | (ts.record.content_type == 22) && (Ip.addr == 54.183.51.49)

0. Time Source Destinaton Destination Port Info
E 60 0.327799 10.0.0.18 54.183.51.49 443 Client Hello
64 0.351517 54.183.51.49 10.0.0.18 50229 Server Hello
68 0.351517 54.183.51.49 10.0.90.18 50229 Certificate
69 0.351517 54.183.51.49 10.0.06.18 50229 Server Key Exchange
70 ©.351517 54.183.51.49 10.0.0.18 50229 Server Hello Done
72 ©.353153 10.90.0.18 54.183.51.49 443 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
76 ©.373344 54.183.51.49 10.0.0.18 50229 New Session Ticket
77 ©.373344 54.183.51.49 10.0.0.18 50229 Change Cipher Spec, Encrypted Handshake Message

» Frame 60: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) on interface \Device\NPF_{21B4E6F2-EDAS-400B-9412-01229FD6D202}, id ©
> Ethernet II, Src: IntelCor_05:c3:0a (10:f0:05:05:¢3:0a), Dst: ARRISGro_99:e3:d7 (10:56:11:99:e3:d7)

> Internet Protocol Version 4, Src: 10.0.9.18, Dst: 54.183.51.49

» Transmission Control Protocol, Src Port: 50229, Dst Port: 443, Seq: 1, Ack: 1, Len: 517

> Transport Layer Security

= We can see TLS handshakes
= Are they TLS1.2 or TLS1.3?




M vi-Fi
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AdB 10 NRYQeuwEFL_EQealr

A ip.2ddr == 54.183.51.49
No. Time Source Destination Destination Port Info
[ 60 ©.327799 10.0.0.18 54.183.51.49 443 Client Hello
<
Length: 512

v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 508
Version: TLS 1.2 (0x@303) ,

» Random: afdbaSdbf1fb90c843a4M074c52006e5322e2b3e50d0ad448faf6f54066c4al19
Session ID Length: 32
Session ID: 6d099c225ce255490a4257b2cfed2dacc39eeB848c5780909e343a45FF77290b62
Cipher Suites Length: 32
> Cipher Suites (16 suites) P
(WFQSSiOﬂ *thOdS length: 1 It SAYS TLSloZ but IS It
> Compression Methods (1 method)
Extensions Length: 483 rea"y?
» Extension: Reserved (GREASE) (len=@)
> Extension: compress_certificate (len=3)
» Extension: application_layer_protocol_negotiation (len=14)
» Extension: server_name (len=27)
> Extension: application_settings (len=5)

We will have to look in
> Extension: supported_versions (len=7) the Client He"O and

» Extension: renegotiation_info (lens1)

> Extension: status_request (lens5) Server HE"O

> Extension: session_ticket (len=0) .
> Extension: signature_algorithms (len=18) EXtenSIOI'\S.
> Extension: psk_key exchange_modes (len=2)
> Extension: extended_master_secret (len=9Q)
» Extension: supported _groups (lens10)

> Extension: key_share (len=43)

> Extension: ec_point_formats (len=2)




r RS
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 10 TRE QesZFrEaqaar
Il | ths.handshake.extensions. supported_version == 0x0304

No. Time Source Destination

60 0.327799 10.0.0.18 54.183.51.49

Session ID: 6d@90c225ce255490a4257b2cfed2dacc39eeB48cS578090%9¢343a45f 77201
Cipher Suites Length: 32
» Cipher Suites (16 suites)
Compression Methods Length: 1
» Compression Methods (1 method)
Extensions Length: 483
» Extension: Reserved (GREASE) (len=0)
» Extension: compress_certificate (len=3)
> Extension: application_layer protocol negotiation (len=14)
> Extension: server_name (lene27) .
> Extension: application_settings (len=5) SupportEd VerS|Ons
v Extension: supported_versions (len=7) « . .
Type: supported_versions (43) Client Hello Extension.
Length: 7
Supported Versions length: 6
Supported Version: Reserved (GREASE) (0x3a3a)

Supported Version: TLS 1.3 (0x9304) Says What versions are
Supported Version: TLS 1.2 (©x@303)
v Extension: renegotiation_info (len=1) H
Type: renegotiation_info (65281) SupportEd by thls
S 2 client.

» Renegotiation Info extension
v Extension: status_request (len=5)
Type: status_request (5)
Length: S
Certificate Status Type: OCSP (1)
Responder ID list Length: @
Request Extensions Length: @



TL51.50riL51.21race.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 1 ® 1R RemEF S (= QAQQTFE
lAppIy a display filter ... <Ctrl-/>
0. Time Source Destination Destination Port ~ Source Port  Info
| 64 0.351517 54.183.51.49 10.0.0.18 50229 443 Server Hello

Frame 64: 167 bytes on wire (1336 bits), 167 bytes captured (1336 bits) on interface \Device\NPF_{21BA4Ed
Ethernet II, Src: ARRISGro 99:e3:d7 (10:56:11:99:e3:d7), Dst: IntelCor_05:c3:0a (10:f0:05:085:c3:0a)
Internet Protocol Version 4, Src: 54.183.51.49, Dst: 10.0.0.18

Transmission Control Protocol, Src Port: 443, Dst Port: 50229, Seq: 1, Ack: 518, Len: 113
Transport Layer Security

v TLSv1.2 Record Layer: Handshake Protocol: Server Hello

vV VvV VvV

Supported Versions

Content Type: Handshake (22) H
Version: TLS 1.2 (@x@303) Server He"o EXtenSIO
Length: 108
v Handshake Protocol: Server Hello nOt there'
Handshake Type: Server Hello (2)
Length: 104
Version: TLS 1.2 (©0x8303) .
> Random: @e6c9fbe2d2b68128518be86fbd28341F56a3085784d0e9F4dd882a906c2e05 H an d S h ad ke IS TLS 1 . 2 .

Session ID Length: 32
Session ID: 526c8e55272ac350135a4836e190196751c1db070290fd8493c7l24837fd338e

Cipher Suite: TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256 (@xc02f)
Compression Method: null (@)

Extensions Length: 32

Extension: server_name (len=8)

Extension: ec_point_formats (len=2)

Extension: renegotiation_info (len=1)

Extension: application_layer protocol negotiation (len=5)
Extension: session_ticket (len=0)

Extension: extended_master_secret (len=0)

[JA3S Fullstring: 771,49199,0-11-65281-16-35-23]

[JA3S: bfc90d56141386ee83b56cda231cccfc]

VvV vV vV v Vv v




Let’s decrypt!

View Go Capture Analyze Statistics Telephony Wireless Tools
= 3 = == i
R QuwEzFe T EHaqaar

Help

N [ip.2ddr == 54.183.51.49

Time

59 0.327561

| [ 60le.327799

63 0.351517
64 ©.351517
65 0.351517
66 ©.351517
67 ©.351517
68 ©.351517
69 ©.351517
7@ 0.351517
71 0.351579
72 ©.353153
73 ©.353308
74 9.353421
76 ©0.373344
77 ©.373344
78 ©.373344
79 0.373344
80 0.373344
81 ©.373411
82 ©.373667
96 9.442181
142 0.860613
145 0.879657
146 0.879657
155 0.923260

Source

10.0.0.18
10.0.0.18
54.183.51.49
54.183.51.49
54.183.51.49
54.183.51.49
54.183.51.49
54.183.51.49
54.183.51.49
54.183.51.49
10.9.0.18
10.0.0.18
10.0.0.18
10.0.0.18
54.183.51.49
54.183.51.49
54.183.51.49
54.183.51.49
54.183.51.49
10.0.0.18
10.0.0.18
54.183.51.49
10.0.0.18
54.183.51.49
54.183.51.49
10.0.0.18

Destination

54.183.51.49
54.183.51.49
10.0.0.18
10.0.0.18
10.0.90.18
10.0.0.18
10.0.0.18
10.0.0.18
10.0.0.18
10.0.0.18
54.183.51.49
54.183.51.49
54.183.51.49
54.183.51.49
10.0.0.18
10.9.0.18
10.0.0.18
10.6.0.18
10.0.0.18
54.183.51.49
54.183.51.49
10.0.0.18
54.183.51.49
10.0.0.18
10.0.0.18
54.183.51.49

= Full TLS1.2 handshake
=Can also see the packet payload because of SSLKEYLOGFILE

50229 » 443 [ACK] Segsl Acks=1 Win=131328 Len=0

Client Hello

443 » 50229 [ACK] Seg=1 Ack=518 Win=28160 Len=0

Server Hello

443 » 50229 [ACK] Seq=114 Ack=518 Win=28160 Len=1460 [TCP segment of a reassembled P
443 » 50229 [ACK] Seqw1574 Ack=518 Win=28160 Len=1460 [TCP segment of a reassesbled
443 » 50229 [ACK] Seq=3034 Ack=518 Win=28160 Len=1460 [TCP segment of a reassembled
Certificate

Server Key Exchange

Server Hello Done

50229 » 443 [ACK] Seq=518 Ack=5437 Win=131328 Len=90

Client Key Exchange, Change Cipher Spec, Finished

Magic, SETTINGS[®], WINDOW_UPDATE[®]

HEADERS[1]: GET /sync/vl?source_id=98KUz37ypedD3X2sf9ovgeTt&source_user_id=594901169
New Session Ticket

Change Cipher Spec, Finished

SETTINGS[@], WINDOW _UPDATE[@], SETTINGS[O]

HEADERS[1]: 200 OK, DATA[1]

DATA[1] (PNG)

50229 » 443 [ACK] Seq=1299 Ack=6024 Win=130560 Len=0

SETTINGS[@]

443 » 50229 [ACK] Seqs=6024 Ack=1328 Win=29184 Len=@

HEADERS[3]): GET /universal/vi?supply_id=vShIK9S1&gdpr=0&gdpr_consents

443 » 50229 [ACK] Seq=6024 Ack=1428 Win=29184 Len=0

HEADERS[3]: 302 Found

50229 » 443 [ACK] Seq=1428 Ack=6387 Win=130304 Len=0

13



Let’s look at another handshake

TLS1.30rTLS1.2Trace.pcapng

File Edit View Go Capture Analyze Statistics

Telephony Wireless

Tools Help

" TLS1.3 handshake

Am 20 R QeawsEjgesEHaqai
1 [tcp.port == 50232
No. Time Source Destination Destination Port Source Port  Info
.172885 10.0.0.18 15.235.42.103 443 50232 Client Hello
185 1.258203 15.235.42.103 10.0.0.18 50232 443 443 - 50232 [ACK] Seq=1 Ack=518 Win=64128 Len=0
186 1.261910 15.235.42.103 10.0.0.18 50232 443 Server Hello, Change Cipher Spec
187 1.261910 15.235.42.103 10.0.0.18 50232 443 443 » 50232 [ACK] Seq=1351 Ack=518 Win=64128 Len=1460 [TCP segment of a reassembled PDU]
188 1.261910 15.235.42.103 10.0.0.18 50232 443 Encrypted Extensions, Certificate, Certificate Verify, Finished
189 1.261944 10.0.0.18 15.235.42.183 443 50232 50232 » 443 [ACK] Seq=518 Ack=3262 Win=131328 Len=0
190 1.263263 10.0.0.18 15.235.42.103 443 50232 Change Cipher Spec, Finished

= Can see the handshake because of SSLKEYLOGFILE

= Otherwise more of the handshake is encrypted.

= Let’s look at next slide.




Same handshake w/out SSLKEYLOGFILE

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

IRE QesE=F T EQaQl

Source Destination Destination Port Info

172696 10.9.0.18 15.235.42. 50232 » 443 [ACK] Seq=1 Ack=1 Win=131328 Len»0
183 1.172885 10.0.0.18 15.235.42. Client Hello
185 1.258203 15.235.42. 10.0.0.18 443 » 50232 [ACK] Seg=1 Ack=518 Win=64128 Len=0
' 186 1.261910 15.235.42. 10.0.0.18 Server Hello, Change Cipher Spec
' 187 1.261910 15.235.42. 10.0.0.18 443 + 50232 [ACK] Seq=1351 Ack=518 Win=64128 Len=1460 [TCP s
+ [ 18811.261910 15.235.42. 10.0.0.18 Application Data
189 1.261944 10.0.0.18 15.235.42. 50232 » 443 [ACK] Seq=518 Ack=3262 Win=131328 Len=0
190 1.263263 10.0.0.18 15.235.42. Change Cipher Spec, Application Data
191 1.263413 10.0.0.18 15.235.42. Application Data
192 1.263504 10.9.0.18 15.235.42. Application Data
193 1.355043 15.235.42. 10.0.0.18 443 » 50232 [ACK] Seq=3262 Ack=680 Win=64128 Len=0
194 1.355043 15.235.42. 10.0.0.18 Application Data, Application Data
195 1.355043 15.235.42. 10.6.0.18 Application Data
196 1.355141 10.0.0.18 15.235.42. 50232 » 443 [ACK] Seq=1221 Ack=4063 Win=130560 Len=0
197 1.355463 10.0.0.18 15.235.42. Application Data
199 1.484290 15.235.42. 10.0.0.18 443 » 50232 [ACK] Seq=40863 Ack=1252 Win=64128 Len=0

" Notice only Client Hello and Server Hello are sent unencrypted.

= Application data packet before the 2"® Change Cipher Spec from the
Client is handshake packet.

= Can’t see Server Certificate




TLS1.30rTLS1.2Trace.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am I ® TRE Qe EF S = Q Q § F
|tep.port == 50232
0. Time Source Destination Destination Port Source Port  Info

183 1.172885 10.0.0.18 15.235.42.103 443 50232 Client Hello

Cipher Suites (16 suites)
Compression Methods Length: 1

> Compression Methods (1 method)
Extensions Length: 483

Extension: Reserved (GREASE) (len=8)
Extension: supported_groups (len=18)
Extension: server_name (len=16)

Supported Versions
Extension: signed certificate_timestamp (len=8) . .
Extension: application_layer_ protocol_negotiation (len=14) Cllent HE"O EXtenSIOn.

Extension: renegotiation_info (len=1)
Extension: application_settings (len=5)
Extension: ec_point_formats (len=2)
Extension: signature_algorithms (len=18) A

Extension: session_ticket (len=0) Says What verSIonS are
Extension: psk_key exchange _modes (len=2)

Extension: key_ share (len=43) ' supported by thiS

Extension: supported_versions (len=7) -
Type: supported versions (43) Cllent.

Length: 7

Supported Versions length: 6

Supported Version: Reserved (GREASE) (@x6aba)

Supported Version: TLS 1.3 (0x8304)

Supported Version: TLS 1.2 (0x0303)
Extension: extended_master_secret (len=0)
Extension: compress_certificate (len=3)
Extension: status_request (len=5)

Extension: Reserved (GREASE) (len=1)
Extension: padding (len=204)

<VVVVVVVVVV\/V

VvV VvV vV VvV VvV




R “Wi-Fi
ile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
im @ ERE QesEFLE =S QaQqflf

 [tep.port == 50232
0. Time Source Destination Destination Port Info
186 1.261910 15.235.42.103 10.0.0.18 50232 Server Hello, Change Cipher Spec

» Ethernet II, Src: ARRISGro_99:e3:d7 (10:56:11:99:e3:d7), Dst: IntelCor_05:c3:0a (10:0:05:05:c3:0a)
» Internet Protocol Version 4, Src: 15.235.42.103, Dst: 10.0.0.18

» Transmission Control Protocol, Src Port: 443, Dst Port: 50232, Seq: 1, Ack: 518, Len: 1350
¢ Transport Layer Security

v TLSv1.3 Record Layer: Handshake Protocol: Server Hello Supported Versions
Content Type: Handshake (22)

Version: TLS 1.2 (0x0363) Server Hello Extension
Length: 122 .
v Handshake Protocol: Server Hello is there.
Handshake Type: Server Hello (2)
Length: 118
Version: TLS 1.2 (©x0303)
Random: a738f2d313d3a3e95320¢9eae8beaca1354c8d5113d454285489845386 Y- \ATA L F-1 M o] fo] Lo elo]
Session ID Length: 32 .
Session ID: 916663a46F9d5F36b32462266¢28a96¢19b3b3c73ecdoobbabfI (s NI INY FE R
Cipher Suite: TLS_AES_128 GCM_SHA256 (©x1301)
Compression Method: null (@)
Extensions Length: 46
> Extension: key share (len=36)
v Extension: supported _versions (lens2)
Type: supported_versions (43)
Length: 2
Supported Version: TLS 1.3 (©x0304)
[JA3S Fullstring: 771,4865,51-43]
[JA3S: ebld94daa’e0344597e756a1fb6e7054]



w/SSLKEYLOGFILE: Encrypted Extensions

*Wi-Fi
ile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
im @ CRE QumEF L _=Qaqfl

| |tep.port == 50232 (X[
jo. Time Source Destination Destination Port Info
: 188 1.261910 15.235.42.103 10.0.06.18 50232 Encrypted Extensions, Certificate, Certificate Verify, Finished

» Frame 188: 505 bytes on wire (4040 bits), 505 bytes captured (4840 bits) on interface \Device\NPF_{21BA4EGF2-EDAS-4008-9412-01229FD60202}, id ©
» Ethernet II, Src: ARRISGro_99:e3:d7 (10:56:11:99:e¢3:d7), Dst: IntelCor_05:c3:0a (10:10:05:05:¢3:0a)
» Internet Protocol Version 4, Src: 15.235.42.103, Dst: 10.0.0.18
» Transmission Control Protocol, Src Port: 443, Dst Port: 50232, Seq: 2811, Ack: 518, Len: 451
[3 Reassembled TCP Segments (3128 bytes): #186(1217), #187(1460), #188(451)]
s Transport Layer Security
v TLSv1.3 Record Layer: Handshake Protocol: Multiple Handshake Messages
Opaque Type: Application Data (23)
Version: TLS 1.2 (©x0303)

Length: 3123
[Content Type: Handshake (22)]
v Handshake Protocol: Encrypted Extensions Some Encrypted
Handshake Type: Encrypted Extensions (8) . .
Length: 11 Extensions sent. Itis

Extensions Length: 9

v Extension: application_layer_protocol_negotiation (len=5S)
Type: application_layer_protocol_negotiation (16)

the Application Layer

Length: S

ALPN Extension Length: 3 PrOtOCOI NegOtiatiOn
v ALPN Protocol
: ALPN :tring length: 2 Extension.

ALPN Next Protocol: h2
» Handshake Protocol: Certificate
» Handshake Protocol: Certificate Verify
v Handshake Protocol: Finished

Handshake Type: Finished (29) Many EXtenSiOnS!

Length: 32




TLS Encrypted Client Hello

Although TLS 1.3 [RFC8446] encrypts most of the
handshake, including the server certificate, there
are several ways in which an on-path attacker can
learn private information about the connection. The
plaintext Server Name Indication (SNI) extension in
ClientHello messages, which leaks the target domain
for a given connection, is perhaps the most sensitive,
unencrypted information in TLS 1.3.

https://datatracker.ietf.org/doc/draft-ietf-tls-esni/
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G 10,000 foot view of
encryption

What we

dagree on ...
Encryption is about

hiding things from the
bad guys




Exactly who are
the bad guys?

What “stuff” are
we trying to hide?

How are we going
to do it?

Where we
start to get

problems




Take a one line
change

Transport Layer Security (TLS)
Protocol Version 1.3: draft-02 :

Remove support for static RSA
and DH key exchange.
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But the
problem is
the reality of
enterprises
today

Many enterprises use long term
private keys (RSA)

These are saved and provided to
out-of-band decryption devices /
software along with the packet
captures




Fortune Global 500 list of 2019

Rank ¢ | Company s Country ¢ | Industry ¢ Revenue in USD ¢ |

W h O a re “ 1 | Walmart E= United States | Retail | $514 billion |
| 2 ."Sinopec Group I Bl China I Petroleum | $415 billion
t h ese 3 ' Royal Dutch Shel === Netherlands | Petroleum | $397 billion
V7 . )) ‘74 | China National Petroleum - China :”Petroleum »,$393 billion
e n te r p rl S e S | 5 | State Grid | il China | Energy | $387 billion
e | 6 : Saudi Aramco | B Saudi Arabia | Energy | $356 billion
‘77 :VBP ;;-E,: United Kingdom :”Petroleum A‘”$304 billion
‘78 | Exxon Mobil | B= United States Petroleum | $290 billion
‘7 9 “Volkswagen | R Germany I Automobiles I $278 billion
: 10 » Toyota Motor | ® Japan | Automobiles | $273 billion




Also

includes...

Schools, hospitals, etc




Packet decryption
How do they

solve

problems? DoD and Deep Packet
Inspection (DPI)




Many enterprises use long term
private keys (RSA)

How do
enterprises
do DPI

today?

These are saved and provided to
out-of-band decryption devices /
software along with the packet
captures




Deprecating Obsolete Key Exchange
Methods in TLS1.2

= This document deprecates the use of RSA key exchange
and Diffie Hellman over a finite field in TLS 1.2, and
discourages the use of static elliptic curve Diffie Hellman
cipher suites.

» Note that these prescriptions apply only to TLS 1.2 since
TLS1.0and 1.1 are deprecated by [RFC8996] and TLS 1.3
either does not use the affected algorithm or does not
share the relevant configuration options.

= https://datatracker.ietf.org/doc/draft-ietf-tls-deprecate-obsolete-kex/



Freeze TLS1.2

Abstract

TLS 1.2 is in widespread use and can be configured such that it provides
good security properties. TLS 1.3 is also in widespread use and fixes
some known deficiencies with TLS 1.2, such as removing error-prone
cryptographic primitives and encrypting more of the traffic so that it is
not readable by outsiders.

Both versions have several extension points, so items like new
cryptographic algorithms, new supported groups (formerly "named
curves"), etc., can be added without defining a new protocol. This
document specifies that TLS 1.2 is frozen: no new algorithms or
extensions will be approved.

Further, TLS 1.3 use is widespread, and new protocols should require and
assume its existence.

https://datatracker.ietf.org/doc/draft-rsalz-tls-tls12-frozen/



Hybrid Key Exchange in TLS1.3

= Hybrid key exchange refers to using multiple key exchange
algorithms simultaneously and combining the result with the
goal of providing security even if all but one of the
component algorithms is broken.

= |t is motivated by transition to post-quantum cryptography.
This document provides a construction for hybrid key
exchange in the Transport Layer Security (TLS) protocol
version 1.3.

https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/
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Post-Quantum Use In Protocols (pquip)

About Documents Meetings History Photos Email expansions List ar

Document ¥ l Date

Active Internet-Draft (1 hit)

draft-ietf-pquip-pgt-hybrid-terminology-00 13 pages 2023
Terminology for Post-Quantum Traditional Hybrid Schemes

Related Internet-Draft (1 hit)

draft-driscoll-pgt-hybrid-terminology-02 13 pages 2023
Terminology for Post-Quantum Traditional Hybrid Schemes
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Terminology for Post Quantum

One aspect of the transition to post-quantum algorithms in
cryptographic protocols is the development of hybrid
schemes that incorporate both post-quantum and traditional
asymmetric algorithms. This document defines terminology
for such schemes. Itis intended to be used as a reference
and, hopefully, to ensure consistency and clarity across
different protocols, standards, and organisations.

https://datatracker.ietf.org/doc/draft-ietf-pquip-pat-hybrid-t
erminology/



https://datatracker.ietf.org/doc/draft-ietf-pquip-pqt-hybrid-terminology/
https://datatracker.ietf.org/doc/draft-ietf-pquip-pqt-hybrid-terminology/

Changes for Post Quantum

=Need cipher suites

=Need TLS changes (key exchange)

=Need certificate / signing changes

*Need implementation in crypto libraries (OpenSSL, etc)

=Need changes to compilers (Java, C++, etc)

=Need changes to web servers (Apache), data base servers, etc.

=*Need to change application programs




Questions?

Contact:

info@iiesoc.in

president@industrynetcouncil.org




