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My Background

● Worked with OpenSSL (SSLeay) for more than 30 years
● Joined Akamai November 2012

○ OpenSSL is the heart of our TLS web traffic
● Joined OpenSSL shortly after Heartbleed

○ Spring 2014; resurrected the community
○ Project finances and policy, use of GitHub, changed to Apache License, etc.
○ Standard CLI flags

● Maintained OpenSSL at Akamai
○ Funded TLS 1.3
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OpenSSL Organization

● Four participating projects:
○ OpenSSL library – the de facto standard C/C++
○ Bouncy Castle – Java cryptography
○ OpenSSL Jostle – OpenSSL as a Java provider
○ CryptLib – Dr. Peter Gutmann

● Two organizations:
○ OpenSSL Corporation – engineering, FIPS, support
○ OpenSSL Foundation – non-profit; writes the software

● Advisory Committees:
○ Business, Technical – elected
○ Others: academics, committers, distributions, individuals, large, small businesses
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How and What to Get

● OpenSSL releases are done on GitHub:
○ https://github.com/openssl/openssl/releases

● Get at least 3.5.x
○ Makes PQ key exchange the default
○ Includes FIPS 140-3 provider library
○ Includes other FIPS algorithms

● June or later
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PQ State of Play

● TLS
○ Hybrid key exchange; ML-KEM with P256 or X25519 elliptic curve, supported by most 

browsers and platforms
○ Coming soonish: pure PQ signatures and composite (PQ + EC)
○ Coming laterish: Merkle Tree Certs

● SSH
○ Available now, NIST algorithms coming soon

● DNS
○ Work in progress
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● OpenSSL has providers, dynamic/shared libraries it can load to implement 
crypto

○ Overview of providers is in README-PROVIDERS.md  in the source
● Can be configured in the config file by listing providers to load and activate

○ If you load any, make sure to activate the default provider
○ Load the legacy provider for weak algorithms if you need it

● Can be explicitly loaded by your application via OSSL_PROVIDER_load(), 
etc.

● Recommendation: set your config file to load the FIPS provider and enable 
the default.

OpenSSL Providers
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OpenSSL FIPS provider

● Same code as the default implementation
○ Might be C-only, not assembly-optimized

● OpenSSL FIPS Security policy lists the build instructions
○ If you can follow the rules you can vendor-certify compliance
○ If not, buy a support contract (two years) and get a free validation
○ If not, spend lots to validate yourself
○ FedRAMP rules are simpler

● This gives a great simplification
○ Still one step to do, however
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OpenSSL Dynamic Fetch

● Dynamic providers change the game
○ See ossl-guide-libcrypto-introduction(7)
○ Your code must "fetch" an algorithm before using it:

EVP_MD *md = EVP_MD_fetch(NULL, "SHA2-256", "provider=?fips");
. . .
EVP_MD_free(md);

● In your configuration:
alg_section = evp_properties
...
[evp_properties]
default_properties = "fips=?yes"

● Recommendation: Do this
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● Talked about:
○ OpenSSL organization
○ Library organization
○ How to get PQ (and FIPS) easily

● PQ key exchange protects against passive attackers
○ Hold now, decrypt later

● PQ authentication protects against active attackers
○ Less time pressure

Checkpoint
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PQ Signature Types

● SLH-DSA is useful for things like signing firmware
○ Uses digests
○ Requires state to be maintained

● FALCON uses floating point and is hard

● ML-DSA is NIST's general-purpose signature algorithm
○ Visit https://www.digicert.com/digicert-labs  to get a self-signed cert and the 

private key
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Use the sample PQ auth

● Server:
openssl s_server -accept 4433 -www \
  -cert /tmp/DigiCert-Labs_ML-DSA-44_{timestamp}.pem \
  -key /tmp/DigiCert-Labs_ML-DSA-44_{timestamp}.key

● Client:
openssl s_client -connect localhost {flags}
Type "GET / HTTP/1.0" and two returns

● Useful flags are a combination of: -msg -state -brief
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Composites

● Like the key exchange, a composite is a new signature type that has two 
signatures within it

● Libraries treat this as opaque and just call "verify a" then "verify b"

● 18 combinations: three ML-DSA sizes, hash mechanisms, and RSA and 
elliptic curves

○ Interoperability will be hard to achieve

● Still in IETF draft stage
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ML-DSA keys and signatures are big

● P256 (128 bits strong) is 32 bytes for each key, and 64 bytes for the signature

● ML-DSA 44 is 1312 (public) 2590 (private) and 2420 for the signature

● A server cert on the web will have
○ CA signature
○ Server public key
○ Some number (three, typical) of transparency signatures
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Merkle Trees to the rescue

Assume four objects:
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MTC Status

● Rapidly being defined at the IETF

● Google, LetsEncrypt, CloudFlare, Akamai announced intent to support by 
2029.

● No code is available yet.
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Last slide

● PQ world is rapidly evolving

● OpenSSL is keeping up, and makes it reasonably easy

● It's going to be an interesting couple of years.

● Questions?
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