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A few words about me

Chief Operating Office (Co-founder): Industry
Network Technology Council

Founder & CEO: Inside Products, Inc., Co-
founder: Outside the Stacks, Co-founder:
Applied Expert Systems

Advisory Board: India Internet Engineering
Society

RFCs: RFC8250 (Embedded performance and
diagnostics for IPv6) and others

Product developer (OEMed by IBM and
others)

Working with IPv6, TLS, MLS for many years

Working with network management,
diagnostic, performance issues at large brick-
and-mortar enterprises for over 30 years




Agenda

= Symmetric cryptography =Post Quantum Cryptography (PQC)
= Asymmetric cryptography =Harvest Now, Decrypt Later (HNDL)

= Public key / private key encryption = ML-KEM (Module-Lattice-Based Key

. ) Encapsulation Mechanism)
= RSA (Rivest, Shamir, Adleman)

= ML-DSA (Module-Lattice-Based

= Prime numbers Digital Signature Algorithm)

=Integer factorization = Hybrid encryption
=Shor’s algorithm = Named Groups .
=CRQC (Cryptographically Relevant ® .

Quantum Computer) .
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Symmetric Encryption

One key used to Same key used to
encrypt decrypt
Used for data
!
e Very fast! transfer in TLS
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Asymmetric Encryption

One key used to encrypt

Another key used to decrypt

Public key (known to everyone) / private key (known only
to you)

How can this possibly work?
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Mathematical Relationship

Somehow, some kind of math done to
one key and another kind of math done
to the other key come up with the same
answer!

Again, how can this be???
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Prime Numbers

*"A prime number (or a prime? has exactly
two distinct divisors: 1 and itself.

*The smallest twenty-five prime numbers (all

the prime numbers under 100) are:
2,3,5,7,11,13,17, 19, 23, 29, 31, 37, 41,
43,47,53,59,61,67,71,73,79, 83, 89, 97
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What 2 prime
numbers
multiplied
together =157
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3*5=15
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NOW, TELL
ME WHAT 2
PRIME
NUMBERS
MULTIPLIED

TOGETHER
GIVE THIS AS
THE
ANSWER?

564065518728265120
347558277782899756
656599397465059271
650667140760662279
989151053537177597
703195635819022485
125982398413181198
33
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745152275937713427886330
Prime 1 687638525950533495681947
3823354578297211

75698019981007858070562
Prime 2 82042535713059167091275
730666851403326203
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Prime
number
factorization
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What is RSA?

=RSA stands for Rivest—Shamir—
Adleman, named after its three
inventors:

*Ronald L. Rivest (MIT)

=Adi Shamir (Weizmann Institute of
Science)

“Leonard M. Adleman (University of
Southern California, then at MIT)

*They published the algorithm in 1977
in the landmark paper: A Method for
Obtaining Digital Signatures and
Public-Key Cryptosystems Rivest,
Shamir, and Adleman,
Communications of the ACM,
February 1978
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How RSA works (high level)

RSA's security is based on the difficulty of factoring the product of two large prime
numbers.

Choose two large primes:

b q

Compute

n=pq

Compute Euler's totient:

p(m) =(@-D@@-1

Choose a public exponent e.

Compute the private exponent dsuch that

ed=1 (mod d)(n))

The public key is (n’ e), and the private key is (n’ d).
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RSA relies on the fact that no
efficient classical algorithm is
known for factoring sufficiently
large integers.
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Shor’s Algorithm

Peter Shor, an MIT math professor,
developed an algorithm for
factoring large integers on a
guantum computer in 1994 but
had no way to test it.

http://spectrum.ieee.org/tech-
talk/computing/hardware/encryptionbusting-quantum-computer-
practices-factoring-in-scalable-fiveatom-experiment
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Quantum Computer Arrives!

In 2001, Isaac Chuang, an
MIT physicist and electrical
engineer, managed to

use this algorithm to factor
the number 15, but the
guantum system he used
could not be scaled up to
factor anything more
complicated.

http://spectrum.ieee.org/tech-
talk/computing/hardware/encryptionbusting-quantum-computer-
practices-factoring-in-scalable-fiveatom-experiment
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Quantum Computing

Quantum computers, however,
have a leg up over traditional
computers when it comes to
factoring.

A classical computer uses bits of
information; 1s and 0s. A quantum
computer uses what are called
gubits, which can be a mix of both 1
and 0 simultaneously and which

five-trapped-ions

EXiSt I na d e l icat_e_ q ua ntU m State http://physicsworld.com/cws/article/news/2016/
called su per pOSItIO n. mar/04/shors-algorithm-is-implemented-using-
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Quantum Computing

May provide advantages for certain types
of problems

Certain kinds of search, optimization,
simulation, and mathematical problems

Hard to solve with classic computers
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Breaking

Encryption

But what people are REALLY
talking about is when a
guantum computer becomes
powerful enough to break
public key encryption.

The term used at IETF (and
elsewhere) is CRQC
(Cryptographically Relevant
Quantum Computer)

27
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Whatis TLS?

[

Transport Layer Security (TLS)
successor to SSL (Secure
Sockets Layer) is the most
widely used security protocol
to do encryption in the world!

Developed at Netscape,
standardized at the IETF

28
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TLS Function

Certificate
authentication /

Certificate verify

Key exchange

Status

Still very
common

Removed in
TLS 1.3

RSA is used in
three different
places in TLS
(historically).

Still used in TLS1.2 though!!!!
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Year

1976

1977

1994-1995

1996

1999

2006
2008

2018

Milestone

Public-key cryptography
proposed

RSA invented

SSL developed at
Netscape

SSL 3.0

TLS 1.0 (RFC 2246)

TLS1.1
TLS 1.2

TLS 1.3 (RFC 8446)

Key People
Whitfield Diffie, Martin
Hellman

Ron Rivest, Adi Shamir,
Leonard Adleman

Taher Elgamal, Kipp
Hickman, Alan Freier,
Paul Kocher, others

Alan Freier, Paul Kocher,
Philip Karlton

IETF TLS Working Group
(based largely on SSL
3.0)

IETF
IETF

IETF TLS WG

30



Government Mandates (USA)

Executive Order 14412 (June 2026)
=Accelerates Federal Government migration to PQC
=Agencies must designate PQC migration leads

=High Value Assets:
= PQC key establishment by Dec. 31, 2030
= PQC digital signatures by Dec. 31, 2031

=Calls for cryptographic inventories and cryptographic bills of materials
(CBOMs)

=Extends procurement requirements to covered federal contractors
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EU European Union

=ENISA recommends crypto-agility and
preparation for PQC migration

=Member states are developing national
migration strategies

=PQC transition is becoming part of the
broader NIS2 cybersecurity framework

GB United Kingdom
National Cyber Security Centre (NCSC)

=Qrganizations should begin planning
migration now

=Priority for long-lived sensitive data
and critical infrastructure

=Emphasis on inventory, crypto-agility,
and phased deployment

CA Canada

Canadian Centre for Cyber Security

= Aligning with NIST standards

= Advises organizations to begin
inventory and migration planning

AU Australia

Australian Signals Directorate (ASD)

= Preparing guidance for transition to
NIST-standardized PQC

= Focus on government and critical
infrastructure
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At IETF (and NIST, etc)

Q Algorithms are being developed

Protocols are being modified (TLS, SSH, etc)

/‘ Many arguments are being had!
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Post Quantum
Cryptography

= Need new algorithms!

= Can’t rely on integer factorization or
discrete-logarithm problems for
quantum-resistant public-key

cryptography

= NIST (National Institute of Standards
and Technology) held a series of contests
or “bake-offs”

34
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ML-KEM (Module-Lattice-Based
Key Encapsulation Mechanism)

= NIST's standardized post-quantum key establishment algorithm (FIPS 203)
= Based on the CRYSTALS-Kyber algorithm selected by NIST in 2022
= Designed to resist attacks from both classical and quantum computers

= Intended to replace classical public-key key establishment mechanisms
such as RSA key transport (legacy) and elliptic-curve/Diffie-Hellman based
key exchange.

=Available in three security levels:
= ML-KEM-512

= ML-KEM-768 (commonly selected as the general-purpose balance of security and
performance)

= ML-KEM-1024 (highest security)
= Intended to protect against "Harvest Now, Decrypt Later" attacks

= Efficient enough for deployment in Internet protocols and TLS

35



"Harvest Now,
Decrypt Later"

= HNDL (acronym)
= Collect network traces now

= Wait until there is a quantum
computer that is powerful
enough to break the encryption
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Examples of Sensitive Data

Personal Information

*Social Security numbers

*Passport and driver's license numbers
*Date of birth

*Home address

*Personal phone numbers

*Email addresses (in some contexts)

Financial Information

*Credit and debit card numbers
*Bank account and routing numbers
*Tax records

*Investment account information
*Payroll and salary information

Healthcare Information

*Medical records

*Health insurance information
*Prescription history

eLaboratory results

*Protected Health Information (PHI)

Authentication Credentials
*Passwords

*Cryptographic private keys
*Authentication tokens

*Multi-factor authentication (MFA) secrets

*API keys

Business Information
eIntellectual property

*Trade secrets

*Source code

*Product designs

*Customer databases
*Financial forecasts

*Merger and acquisition plans

Government / National Security
*Classified information

*Military plans

*Intelligence reports

*Critical infrastructure data
*Election systems information
*Law enforcement investigations
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ML-KEM in TLS (IETF)

=|ETF is standardizing hybrid key exchange for TLS 1.3

=Hybrid combines:
= Classical ECDHE (e.g., X25519)
* ML-KEM

=Provides:
= Security against today's computers
= Protection if future quantum computers become practical

=Negotiated using new Named Groups in the TLS handshake

=Examples:
= X25519MLKEM768
= SecP256r1MLKEM768

=|f either the classical or post-quantum component remains secure, the hybrid
exchange remains secure
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ML-DSA (Module-Lattice-Based
Digital Signature Algorithm)

=NIST's standardized post-quantum digital signature algorithm (FIPS 204)
=Based on the CRYSTALS-Dilithium algorithm selected by NIST in 2022
=Designed to resist attacks from both classical and quantum computers
=Used for authentication and digital signatures, not key establishment

-Elg’lc)eSnAded to replace classical digital signature algorithms such as RSA and

=Available in three security levels:
= ML-DSA-44
= ML-DSA-65 (commonly considered a general-purpose balance of security and
performance)
= ML-DSA-87 (highest security)

=Designed for high performance and practical deployment across Internet
protocols

39



Many changes needed!

= Need new Named Groups and signature schemes. «

= Need TLS changes (key exchange certificates) In process %k

= Need certificate / signing changes In process

* Need implementation in crypto libraries (OpenSSL, etc) |n process

= Need changes to language runtimes, cryptographic providers, APIs, and
development frameworks  In process

= Need changes to web servers (Apache), data base servers, etc. In process
= Need crypto drivers changed In process

= Need to change application programs Good question!

Some arguments ¥ | ots of arguments
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TLS Protocol Version Support Across Measurement Groups

US Financials |

Latin America

Hospitals

Health/Government

. . .._

] 20 40 60 80 100

TLS 1.2 only s TLS1.1 +TLS1.3
== TLS 1.3 only = TLS1.2+TLS1.3
mm TLS11+TLS1.2 s TISL1+TLS1.2+TLS13

Note: Health Insurance and Hospitals datasets are from the United States only.
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PQC Hybrid Adoption Across Measurement Groups

Health Insurance

Health/Government

Hospitals

Internet

Latin America

US Financials

81.5%

Note: Health Insurance and Hospitals datasets are from the United States only.

51.3%
37.0%
76.3%
47.6%
69.0%
0 20 0 60 80
= PQC hybrid negotiated Classical only

100
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What have you learned?

= Symmetric cryptography

= Asymmetric cryptography

= Public key / private key encryption
= RSA (Rivest, Shamir, Adleman)

= Prime numbers

=Integer factorization

=Shor’s algorithm

=CRQC (Cryptographically Relevant
Quantum Computer)

=Post Quantum Cryptography (PQC)
=Harvest Now, Decrypt Later (HNDL)

= ML-KEM (Module-Lattice-Based Key
Encapsulation Mechanism)

= ML-DSA (Module-Lattice-Based
Digital Signature Algorithm)

= Hybrid encryption

= Named Groups
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Measuring Deployment Characteristics of Post-Quantum TLS Authentication
Mechanisms

The transition to post-quantum cryptography introduces multiple deployment choices for
TLS authentication, including traditional X.509 certificates using ML-DSA, Merkle Tree
Certificates (MTC), and other emerging mechanisms. While the cryptographic properties
of these approaches are relatively well understood, there is comparatively little
operational evidence to help architects evaluate their practical deployment implications.

This presentation describes an active measurement methodology for evaluating post-
quantum TLS deployments. Rather than focusing solely on cryptographic correctness, the
methodology measures deployment characteristics observed during live TLS handshakes,
including certificate chain sizes, handshake message sizes, protocol negotiation behavior,
post-quantum algorithm negotiation, fallback behavior, Subject Alternative Name (SAN)
usage, certificate identity characteristics, and the relationship between certificate
identities and the organizations operating the observed network infrastructure, including
whether the associated IP address space and Autonomous System (ASN) are enterprise-
owned or provided by third parties.

Using measurements collected from operational services, including financial institutions,
healthcare organizations, major Internet companies, and emerging post-quantum test
deployments, we discuss how empirical deployment data can help organizations evaluate
the operational tradeoffs among ML-DSA certificates, Merkle Tree Certificates, and
related approaches. The presentation will propose a framework for collecting operational
metrics that support migration planning and discuss how these measurements can
contribute to the development of operational deployment guidance for adoption of post-
quantum authentication technologies.

The goal is to encourage discussion of measurement methodologies and operational
metrics that enable evidence-based decision making and provide practical deployment
insights that complement ongoing IETF standardization efforts.

https://registration.ietf.org/126/

My talk at
upcoming IETF
126 (IEPG and
MAPRG)

Discussion in
PLANTS about
extending
work

Sign up for
IETF remotely
(get free fee
waiver)
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INTC PQC Public Test Points

= For PQC certificates
= Few public ones exist!
= Google just announced some MTC stuff!

=Enterprises need to learn!!!!
=Talk to me if you want to help! (Good way to learn!)

= May collaborate with PLANTS / other IETF WGs
(discussions underway)

Nalini.Elkins@insidethestack.com /
info@industrynetcouncil.org
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Quantum
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s

Quantum 101: QKD, Entanglement, Sensors, and
the Need for Standards

How Quantum Computing Will Break Today’s
Encryption & What is PQC?

Special Talk: Advances in Post-Quantum
Cryptography

PQC and Digital Certificates: Evolution of Trust
Infrastructure

PQC and OpenSSL: Practical Integration and
Deployment

NIST: Migration to PQC

Quantum Key Distribution

Quantum in Finance
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Questions

Contact:

info@iiesoc.in

info@industrynetcouncil.org

president@industrynetcouncil.org

https://industrynetcouncil.org
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